Memory Card Forensics

for Phone Examiners

TODAY’s MOBILE PHONES typically contain
memory cards with the capacity to store
thousands of pictures, hundreds of videos and
much more besides. Although phone forensic
tools can retrieve “live” data from such cards,
they cannot retrieve the deleted data which is
often present and could be hugely important
to an investigation.
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Course Aims

Memory Card Forensics for Phone Examiners
is a 3 day training course designed to teach
mobile phone examiners how to retrieve
deleted data from memory cards whilst
ensuring compliance with the ACPO Principles
of Digital Computer Based Evidence. Without
proper training and equipment this critical
evidence could be overlooked.

Who should attend?

This course is specifically targeted at phone
examiners who have not had prior computer
forensics training but do need to examine
memory cards. Previous experience in
examining mobile phones is not essential but
would be beneficial.

What you will learn

By the end of the course, students will be
able to:

» Produce a forensic “image” (exact copy)
of the contents of a memory card

e Retrieve deleted data from memory cards
found in mobile phones

¢ Retrieve deleted data from selected Nokia
handsets (e.g. N95 8GB)

» ldentify situations where further detailed
analysis by a computer forensics analyst is
required

« Explain and justify their actions in court

Why Control-F?

Kevin Mansell, managing director of Control-F
and designer of this course, worked for three
years at the UK police
Centre for National High
Tech Crime Training at
Wyboston. During that
time he developed and
delivered what became
a recognised entry-
level training course for
police phone examiners.
Since 2005 Kevin has trained over 500 students
from all corners of the globe in the safe and
effective examination of mobile devices.

www.controlf.net
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